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Introduction

This Toolkit is intended for use by Government Asylum authorities, National Refugee Commissions, and
other equivalent entities in the Americas. Its objective is to provide comprehensive, practical, and concrete
advice to governments on the strengthening and digitalization of national asylum systems with support
from UNHCR. The toolkit recommends which areas to address, and it is meant to be used as a step-by-
step guide, in an ideal logical and chronological order. Templates are included as annexes to facilitate the
collection of necessary information based on context.

The Toolkit incorporates and complements existing guidance documents recommended by UNHCR,
and widely available outside the Organisation, promoting international standards in protection, integrity,
efficiency, and data quality:

Registration

+ The online Guidance on Registration and Identity Management.

Refugee Status Determination (RSD)

¢ The RSD Revised Procedural Standards and RSD Aide-Memoire and Glossary which includes differentiated
processing modalities, UNHCR, 2020.

+ Due Process in Procedures for the Determination of Refugee Status and Statelessness, and the Granting
of Complementary Protection, Inter-American Commission on Human Rights, 2020.

* Fair and Fast: Accelerated and Simplified Procedures in the European Union, UNHCR, 2018.

¢ Legal and Protection Policy Research Series: Refugee Status Determination Backlog Prevention and
Reduction, UNHCR, 2018.

+ A Guide to International Refugee Protection and Building State Asylum Systems, Handbook for
Parliamentarians N° 27, UNHCR, 2017.

+ Handbook for Interpreters in Asylum Procedures, UNHCR, 2017.

* Note For Discussion, Asylum Capacity Support Group, UNHCR, 2019.

* Handbook on Procedures and Criteria for Determining Refugee Status and Guidelines on International
Protection Under the 1951 Convention and the 1967 Protocol Relating to the Status of Refugees, UNHCR,
20109.

+ Effective Processing of Asylum Applications: Practical Considerations and Practices, UNHCR, 2022.

+ The online Asylum Capacity Support Group and its regional initiative Buenas Practicas Asilo Americas should
also be consulted.
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https://www.unhcr.org/registration-guidance
https://www.refworld.org/docid/5e870b254.html
https://www.refworld.org/docid/5a2657e44.html
https://www.oas.org/en/iachr/reports/pdfs/DueProcess-EN.pdf
https://www.oas.org/en/iachr/reports/pdfs/DueProcess-EN.pdf
https://www.refworld.org/docid/5b589eef4.html
https://www.unhcr.org/protection/globalconsult/5b19392b7/37-refugee-status-determination-backlog-prevention-reduction.html
https://www.unhcr.org/protection/globalconsult/5b19392b7/37-refugee-status-determination-backlog-prevention-reduction.html
https://www.refworld.org/docid/5a9d57554.html
https://www.refworld.org/docid/5a9d57554.html
https://www.refworld.org/docid/59c8b3be4.html
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Facsg-portal.org%2Fwp-content%2Fuploads%2F2021%2F01%2FACSG-Note-for-Discussion.pdf&data=05%7C01%7Cbernard%40unhcr.org%7C167e21e95fb749a15f2d08db584f92cf%7Ce5c37981666441348a0c6543d2af80be%7C0%7C0%7C638200871002768568%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=0gkPltX8sKKFNc6MKiaiIU9tSYbyZ1BfaT%2FTLZrYBkE%3D&reserved=0
https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=search&docid=5cb474b27&skip=0&query=1951%20convention
https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=search&docid=5cb474b27&skip=0&query=1951%20convention
https://www.refworld.org/docid/6241b39b4.html
https://acsg-portal.org/
https://www.asiloamericas.org/

+ Ecoi.net: UNHCR's Country of Origin Information Partner.
+ Refworld: UNHCR’s Global Law and Policy Database.

UNHCR remains committed in its support and capacity development to governments in
improving national asylum systems, in each step of this Toolkit, as required (planning, execution, and
post-implementation). Governments have the leading and decisive role on how national asylum systems
should function, which should be embedded in their national development planning. UNHCR plays an
advisory and support function in technical aspects, with efficiency and sustainability being best achieved
through a close Government-UNHCR collaboration.

UNHCR'’s role is to support states in developing solutions in relation to various aspects of their asylum
systems, including but not limited to:

+ Registration and Refugee Status Determination (RSD) overall strategy design.

+ Process flow improvement and simplification of systems and/or procedures to ensure timely and
easy access to asylum and/or more efficient processing, always with an age, gender, and diversity
perspective.

+ Digitalization of the overall asylum system.

¢ Increase of the processing capacity through a variety of activities which include the improvement of
procedures, introduction of new case processing methods, etc.

¢+ Information and Communications Technology (ICT) functionality enhancement/development
to meet data management goals, data security requirements and/or achieve interoperability with other
state systems (and with UNHCR’s system, if requested).

* Data set selection for targeted interventions (registration, differentiated RSD processing, assistance,
protection).

+ Identity management and anti-fraud best practices for system integrity (including anti-fraud
elements) and stronger confidence in refugee identities (e.g. introducing biometrics and security features
on ID cards etc).

¢+ Planning of resource requirements and management (goods, services, personnel).

¢ Setting up national asylum systems and practices in line with national laws and regulations as well

as international legal standards.

The below solutions may be implemented with support from UNHCR by various means:

* Technical support (systems/software/hardware)

+ Legal or policy advice (including on compliance)

* Training and learning activities

+ Provision of infrastructure and physical assets

+ Financial support

+ Strategy on communicating with refugees’ and asylum-seekers’ communities
+ Etc.

Beyond UNHCR, it is also encouraged to engage early in the process other stakeholders with relevant
expertise and funding to ensure sustainability in the asylum system (e.g Civil society organisations engaged
in asylum processes; the World Bank engaged in refugee registration and digital identity; etc.).



https://www.ecoi.net/
https://www.refworld.org/

The decision on the type of support UNHCR should provide governments is to be taken jointly, based on
an agreed-upon assessment, availability of support from other relevant stakeholders and the national
Government’s longer-term plan for increasing its asylum capacity.

The main recommended steps to follow are:

STEP 1 - Initiate discussion with UNHCR and other stakeholders

STEP 2 — Map current procedures and system(s)

STEP 3 - Conduct a capacity assessment/gaps analysis

STEP 4 - Define necessary adjustments, new procedures, and system
STEP 5 - Confirm the format of the support required

STEP 6 — Develop a detailed plan [specifications, timeline, budget]

STEP 7 - Secure project proposal and UNHCR’s support approval

STEP 8 - Mobilize resources [procurement of goods, services, and human

resources]
STEP 9 — Implement and manage changes
STEP 10 — Follow up on post-implementation support klist

These steps should be undertaken by a multi-functional team composed from the Government,
UNHCR and other external partners, where relevant. Based on context, such multi-functional team
may include the following: Registration, Refugee Status Determination (RSD), Legal, Protection,
Programme, Administration, Archive, ICT, Human Resources, Donor Relations, Supply, with Senior
Management’s approval from both sides. Within this multi-functional team, it is recommended to
identify a project manager/coordinator, to ensure all team members are accountable and to ensure
timely follow-up with various actors and to periodically report on progress to Senior Management.
Depending on the size of the project, the operational context and the availability of funds, a dedicated
project manager/coordinator could also be hired. Under the coordination of the project
manager/coordinator, a Steering Committee could be formed, composed of the approving authority on
both UNHCR and Government side, as well as Working Group(s), who would be responsible for the day-
to-day work (functional and technical). UNHCR can be involved and/or assist in any of the chosen
structure and with any of the steps below.

Quality Assurance Initiative (QAI) Consultants, where applicable, should be fully engaged in this
process. The State-UNHCR joint QAI programme was launched in 2012 as a commitment from the Brazil
Plan of Action (Chapter 2) to support states seeking to strengthen their asylum systems by funding QAI
Consultants hired and deployed to requesting states. With the support of UNHCR, QAI Consultants aim to:
1) improve the quality, fairness, and efficiency of asylum procedures; 2) Optimize human and material
resources by simplifying the phases of the procedures; 3) Implement legal or procedural reforms to
strengthen asylum systems, including institutional strengthening; and 4) Strengthen the capacity and
knowledge of competent authorities. Consultants report on the challenges and needs of the Government
and the improvements taking place. Recommendations from a QAI Consultant should be implemented by
states with the technical support of UNHCR.! The QAI programme has evolved over the years and
governments are still encouraged to consider the recruitment of a QAI Consultant in countries hosting a
considerable population of refugees.

A project to strengthen and digitalize national asylum systems can also be an opportunity to engage with
UNHCR on accessing the 1951 Convention relating to the Status of Refugees and its 1967 Protocol and
establish a domestic legal and regulatory framework on asylum, if not already in place, as well as to access
the 1954 Convention relating to the Status of Stateless Persons (Handbook) and the 1961 Convention on

the Reduction of Statelessness.

! The process to receive the services of a QAI Consultant is to: 1) Formally lodge such request with UNHCR; 2) Draft the Terms of References
(TORs) of the Consultant; 3) Decide on the nature and general parameters of the contract of the Consultant and coordinate the recruitment
selection process, with UNHCR’s input; 4) Upon consultation with the Government, UNHCR can consider including incurred costs in its annual
budget or share QAI plans within existing resource mobilization forums (e.g. MIRPS, GRF, etc.) to attract funding opportunities.
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https://www.refworld.org/qualityassurance.html
https://www.refworld.org/docid/5487065b4.html
https://www.refworld.org/docid/5487065b4.html
https://www.unhcr.org/about-unhcr/who-we-are/1951-refugee-convention
https://www.unhcr.org/media/31051
https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=search&docid=53b676aa4&skip=0&query=1954%20convention%20statelessness
https://www.unhcr.org/media/30028
https://www.unhcr.org/media/30028

1 Initiate discussion with UNHCR and other

stakeholders

Estimated time: 2 weeks.

Should be involved: Government (Head of asylum body/Relevant Ministries Representatives, as
appropriate); UNHCR (Country Representative/Head of Office/Senior Protection Officer), other relevant
stakeholders.

Expected output: Meeting with UNHCR and other relevant stakeholders, to explain ambitions and agree
on Initial steps.

In considering initiating a project to enhance the efficiency, fairness or adaptability of its asylum process,
a national asylum institution is encouraged to start defining the scope and objectives of the project as well
as the key actors needing to be involved, and government processes the project should comply with or
benefit from.

Governments should bring to the attention of UNHCR their desire to make changes to their existing asylum
system and discuss available support. UNHCR provided support to several governments in the region and
has an overview of the latest developments in terms of challenges encountered and successes which could
be considered elsewhere. UNHCR will support the Government in identifying the scope and objectives of
the project, identifying and engaging key stakeholders, from within and outside the Government, agree on
key structural arrangements, and consider financing options. While UNHCR can make suggestions based
on its analysis and expertise, the ownership and leadership of the process and its implementation will
remain with the Government to ensure success. These discussions can be informal in nature and are
considered an initial step to allow for an open dialogue and a flexible approach to share perspectives and
be receptive to each other’s ideas and concerns and to find common grounds. These informal discussions
will then become more specific through each step of the process.

All information and data shared by a government with UNHCR through the entire process of supporting
the strengthening of national asylum systems will be treated as strictly internal and confidential and
shall not be shared with external parties unless specifically approved by the Government.

-
v

2 Map current procedures and system(s) v 0

Estimated time: 4-8 weeks.

Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal, Recordkeeping/Archive, ICT). [Tt may be
required to also consult various Ministries/Departments (e.g. Immigration, Police, Civil registry, etc.) and
additional stakeholders (e.g. civil society) as necessary, depending on roles and responsibilities].
Expected output: A Pre-Assessment Questionnaire is filled, with complementary documents if available
(i.e. organigram, process flow, data flow, SOPs, etc.).

A thorough mapping exercise of the current national asylum system in place is undertaken [Reception,
Registration, Recordkeeping/Archive, Documentation, RSD, System(s)] together with relevant government
bodies, stakeholders already involved in the asylum process, and UNHCR support, as needed. This step is
crucial and can be time-consuming depending on the available information regarding the detailed
procedures in place and whether the written procedures are being followed. If done thoroughly and
accurately, the mapping will provide a clear understanding of the processes, systems and capacity in place
and will facilitate the identification of the main gaps and what needs to be done to close these gaps as well
as facilitate the discussions with UNHCR.

To facilitate this mapping exercise, a comprehensive Pre-Assessment Questionnaire was designed to
capture essential information such as:

¢ Legal framework (including applicable complementary or temporary protection or immigration schemes).

*



< Government entities conducting Registration and RSD.

< Total number of staff involved in asylum procedures and their role.

< Other government entities involved in/linked to asylum procedures.
Details on different population(s) whose applications are being processed by the Government.
Locations where Registration and RSD are conducted.
Details on the procedures currently in place and adjudication criteria being used.

Processing capacity & average processing times.

User access to the tools and interoperability with other government system(s).
Existing IT equipment available and data security.

<o

<o

o

<o

< Existing tool(s)/database(s) used within the asylum system and/or linked to it.

<o

e

< Details on the physical premises where asylum-seekers are received through the asylum process.
o

Type of support and funding requested.

The Pre-assessment Questionnaire should ideally be completed jointly by the Government, relevant
stakeholders already involved in the asylum process, and UNHCR, to ensure a common understanding. It
will also facilitate the joint identification of gaps and weaknesses.

See Annex 2 for Pre-Assessment Questionnaire

The Pre-Assessment Questionnaire should be accompanied by an organigram, process flow, data flow,
SOPs, etc. for each location where asylum procedures are in place. This will provide a shared and good
understanding of all the relevant processes. A clear step-by-step understanding of the Registration and
RSD processes is crucial, and this may need to be revisited several times until each step of each process
is fully understood. The work invested at this stage lays the foundation for the future development of
procedures and systems, hence details are important. Visiting Registration centres and walking through
the entire process from beginning to end as if seeking asylum is a good way to fully understand the process.
The following documents can assist in drafting processes in place:
See Annex 3 for customizable process flow
See Annex 4 for customizable data flow
See Annex 5 for customizable site layouts

The Pre-Assessment Questionnaire also provides for an initial indication of what type of support a
government is expecting from UNHCR, which can vary, as already mentioned above, and which may evolve
through the consultations with UNHCR and other stakeholders.

GAP

3 Conduct a Capacity Assessment/Gaps Analysis |[0=

Estimated time: 1-2 months

Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal, Recordkeeping/Archive, ICT). [It may be
required to also consult various Ministries/Departments (e.g. Immigration, Police, Civil registry, etc.) and
additional stakeholders (e.g. civil society) as necessary, depending on roles and responsibilities]. Asylum-
seekers/refugees should also be consulted.

Expected output: List of detailed identified gaps.

Once all the processes in place and systems used have been understood and defined, gaps need to be
clearly identified, which includes an assessment of the current staffing capacity. It is also a suitable
time to take into consideration the views of asylum-seekers and refugees on what they
consider to be the gaps within the current system in place, based on their experience going
through the said system. This could be done in the form of focus groups, surveys, etc., based on
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context. Asylum-seekers/refugees should also be consulted on what procedures should ideally look like for
them and take their input into consideration in step 4 below. UNHCR has extensive experience in organising
focus groups/surveys with asylum-seekers and refugees and can provide input as to where gaps are
perceived to be and where improvement would benefit the Government.

The multiple reference documents shared at the end of the Introduction section of this document may help
to identify gaps and to propose new procedures in step 4 below, based on expected standards to promote.
Gaps should be agreed upon together between the Government and UNHCR to avoid any misunderstanding
later in the project. A non-exhaustive list of common gaps has been mapped for ease of reference.

See Annex 6 for a list of common gaps in governments systems (1st column of template)

72
4 Define necessary adjustments, nhew procedur«

and system

Estimated time: 2 months.

Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal, Recordkeeping/Archive, ICT). [It may be
required to also consult various Ministries/Departments (e.g. Immigration, Police, Civil registry, etc.) and
additional stakeholders (e.g. civil society) as necessary, depending on roles and responsibilities].
Expected output: Draft Project Proposal/Workplan, outlining the newly proposed procedures and system.

Once the existing procedures and system(s) have been well understood and analyzed, and gaps identified,
it is time to define a new and improved version and to consider necessary adjustments to the existing ones
in a written Project Proposal. The proposal should be comprehensive and inclusive (i.e. suitable for all
asylum-seekers/refugees, including procedures for those who are highly vulnerable, those with no/minimal
digital literacy, those living in remote areas, etc.). This step is also an opportunity to discuss differentiated
case processing modalities with UNHCR where relevant (e.g. merged REG/RSD, simplified RSD,
prioritization of certain profiles, etc.), based on available regional/global RSD Guidance and Country of
Origin Information (see UNHCR Country Positions found on Refworld).

The project proposal may be drafted by the project leads based on regular consultations with the technical
specialists to recommend on the adjusted procedures, systems, and processes. The newly proposed
procedures should be jointly discussed with all relevant bodies of the Government and UNHCR (as well as
other stakeholders, where relevant) in organised sessions, so all relevant individuals can share views and
propose amendments, before moving ahead with a more detailed plan which will include budget and
timeline needing to be formally approved.

It should also be an opportunity to promote protection-oriented changes to the current asylum process
and system in place, including integration/interoperability with other state systems (e.g immigration, CRVS
(Civil Registration and Vital Statistics or Integrated Population Registries). The inclusion of refugees in the
national foundational identification system resulting in the issuance of identity credentials by the competent
authority (the same issuing identity credentials for citizens), unlocking access to rights and services, should
be discussed with UNHCR. To consider options, it is advised to draw on the Practitioner’s Guide of the
World Bank’s ID4D Project (more details in section 4.3 below), the Principles on Identification for
Sustainable Development, to ensure inclusion is in-line with human rights and refugee standards, the
UNSG's Roadmap for Digital Cooperation, and the SDG’s regional initiatives (e.g. European Union),
including digital trust and interoperability. Further details can be obtained by liaising with the regional
World Bank / ID4D focal point through UNHCR or the Government.

Government and UNHCR colleagues with technical knowledge (Operational Data Management or ICT)
should be involved in this key step to ensure the proposal is technically viable as well as sustainable over
the longer term. A list of considerations and functionalities to consider, based on gaps identified, is available
as a reference. The list of considerations and functionalities will need to be adjusted to the local context
or may be too ambitious to start with. They are to be considered realistically in step 7 below.
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https://www.refworld.org/publisher,UNHCR,COUNTRYPOS,,,0.html
https://id4d.worldbank.org/guide
https://documents1.worldbank.org/curated/en/213581486378184357/pdf/Principles-on-Identification-for-Sustainable-Development-Toward-the-Digital-Age.pdf
https://documents1.worldbank.org/curated/en/213581486378184357/pdf/Principles-on-Identification-for-Sustainable-Development-Toward-the-Digital-Age.pdf
https://www.un.org/en/content/digital-cooperation-roadmap/
https://sdg.iisd.org/news/local-and-regional-governments-present-sdg-initiatives-at-second-forum/

See Annex 6 for a list of considerations and functionalities to close gaps (2nd column of
template)

See Chapter 3 of the Guidance on Registration and Identity Management — Planning and
Preparing Registration and Identity Management Systems and Chapter 5 — Implementing
Registration within an Identity Management Framework for UNHCR’s methodologies and
standards, which could be useful in developing a national asylum system.

4.1 Confirm Suitability of System (ICT)

Governments have three main options to select from when digitalizing their asylum system:

< Strengthen/enhance the existing registration and case management system.
< Develop a new registration and case management system.

< Deploy UNHCR developed tool: PRIMES (Population Registration and Identity Management EcoSystem).

The most appropriate solution will depend on the results of an analysis of the protection dividends of
each option, including capacity of the current system and suitability for technical enhancements; budget
availability; size and geography of the country and access to asylum system; specific characteristics of
the population of asylum-seekers/refugees in the country (e.g. literacy and digital literacy levels,
languages spoken, etc.); the preference of the Government; and interoperability with other government
systems.

While UNHCR's general position is that states should have their own registration and case management
system (ideally allowing for some data exchange with UNHCR), UNHCR’s registration and case
management tool PRIMES may also be considered a suitable option based on context and the
Government’s interest. The implementation of PRIMES to a government can be considered keeping in
mind some of its advantages and disadvantages below:

Advantages:

< PRIMES is an existing system to register asylum-seekers and refugees and can generally be
implemented considerably faster than developing custom made solutions.

May be suitable where UNHCR is expected to maintain a significant operational presence in the country.
No additional costs for implementation and support.

Existing support structure at local, regional, and global levels.

¢ O O

UNHCR may access the Government'’s data allowing for support with data management and generation

of statistics for data analysis, if required.

o4

PRIMES could be used temporarily to complement government systems.

< Where a government uses PRIMES, UNHCR may support to achieve interoperability between PRIMES
and other government systems (e.g. national registration systems, immigration, etc).

< The government and UNHCR can implement their activities using the same data set and within the

same system, ensuring streamlined collaboration.

Disadvantages:

< Not advisable to replace an existing government system with PRIMES but to rather improve the capacity
of national systems as PRIMES was primarily designed for UNHCR and humanitarian partners and its
data is hosted by UNHCR through Microsoft Cloud, which may pose challenges for some governments,

in terms of data access rights and data protection requirement.
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https://www.unhcr.org/registration-guidance/chapter3
https://www.unhcr.org/registration-guidance/chapter5

< Government asylum procedures may not be fully customizable within PRIMES and may result in gaps
in the data flow.

< Dependency on UNHCR to make any changes within the system, including user management.

<

PRIMES requires good bandwidth/connectivity (at least its main component).
< The use of PRIMES may delay the endeavour of building a state-owned system best adapted for its

needs, which is more sustainable overtime.

Where appropriate, the benefits of interoperability between PRIMES and the government registration
systems should be considered for identity management and coordination for government services and
humanitarian assistance interventions.

Any identified solution needs to meet standards of data quality, confidentiality, data
security and system integrity and the objectives of improving protection outcomes for
asylum-seekers and refugees.

UNHCR does not normally lead the process of developing a government tool but rather offer technical
and procedural support. Depending on the context, UNHCR may assist with material and financial
support and the engagement of a private software development company to design and build or
enhance a system, in line with the Government standards and legal requirements. UNHCR would expect
the government to lead the process to foster ownership of the tool, ensure it fits the procedures set up
and build the technical in-house capacity and support for later enhancements, maintenance, and
management of the system. UNHCR may however build a tool at the request of the Government,
depending on its capacity and based on an agreement for technical and financial phase-out ensuring
that government technical support is in place when the tool is handed over to the Government (for
future customization, fixing bugs, etc.) and financial implications from the Government have been
agreed upon.

4.2 Data Protection

In defining necessary adjustments, or new procedures and system, the national data protection legal
and regulatory framework and internal ICT standards of the country need to be considered. In
circumstances where such regulatory frameworks do not yet exist in a country, UNHCR will inform the
national asylum authority on the implications of such gap for refugee protection and encourage the
Government to bring it to the attention of its relevant institution.

Whichever technical solution is envisaged, it should ensure that the treatment of the personal data of
asylum-seekers and refugees within the system will afford a high level of data protection. UNHCR may
provide technical support to strengthen the Government’s data protection, in sharing provisions
reflected in its own Data Protection Policy and by jointly conducting a Data Protection Impact
Assessment (DPIA) (see step 9). Where interoperability with UNHCR’s tool PRIMES is considered
relevant, the data protection standards of UNHCR would need to be complied with and a Data Sharing
Agreement (DSA) will be required, as per step 10 below.

4.3 Documentation

Where a government has well-established and robust documentation systems for nationals/residents,
this system should ideally be expanded to be inclusive of asylum-seekers and refugees rather than
create parallel systems. This should be discussed with the national ID registry of the State and UNHCR.
Digitalization projects often provide an opportunity to review and improve processes relating to the
design and creation of ID documents as well as the issuing mechanisms and authority. As best practice,
asylum-seekers and refugees ID documents should be issued by the national ID registry of the State,
or a body interoperable with the ID registry. As noted above, the World Bank is an important partner
in refugee registration. Its ID4D scheme is promoting and supporting the establishment of (digital) Civil
Registration and Vital Statistics or Integrated Population Registries (CRVS) and identity systems, to
contribute to the provision of legal identities. Whereas different options for configuration of such
systems are consistent with international standards, inclusion in national digital ID systems is more
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likely to enable access to services and economic inclusion for asylum-seekers and refugees, than
separate and parallel registration and documentation systems. The creation and/or further development
of an enabling legislative and regulatory environment (including privacy and data protection) will also
need to be considered. All stakeholders, including asylum-seekers and refugees, law enforcement,
schools, banks, and other key services need to be aware of any new documentation regime through
information campaigns. If the authority issuing documentation is the national asylum authority, it is
recommended for the system to be made interoperable with the central ID authority or registry.
Documentation of asylum-seekers and refugees should always be free of charge and UNHCR can offer
technical advice and support on security features of the documentation.

See Chapter 5.3 of the Guidance on Registration and Identity Management — Documentation
to know more about UNHCR’s standards.

4.4 Recordkeeping

Recordkeeping/Archiving and preserving the personal data of asylum-seekers and refugees is an
important part of any asylum system to ensure accountability, authenticity, integrity, and confidentiality
of the data. UNHCR can share good practices. As much as possible and based on existing laws, the
implementation of digital filing and recordkeeping should be considered, while also putting in place a
suitable records centre and filing procedures for physical files, if any. Digital files should be stored in a
secure system that allows for strict access control and be compliant with international standards, which
UNHCR can support with. The relevant national authority (e.g. the country's National Archive) should
be consulted on the system requirements before the acquisition of a recordkeeping system. Leading
ICT research and advisory companies can provide ratings for various systems (for a cost), if necessary.
Consistent naming conventions should be implemented for all document formats and media. It is
recommended that records are kept in their native format and not duplicated (e.g. not to print records
created digitally but to store them in their digital form). It should be discussed which physical documents
should absolutely be kept in paper copy and which may only exist in a digital form. Keeping a complete
copy of files in both physical and digital format is not encouraged. Manual data entry of important
records is preferred over the scanning of physical files, for its subsequent usability for case management
and statistical purposes. Any project on digitization of files should be strictly quality controlled and
UNHCR can share recommended digitization standards.

5
Confirm the format of the support required

Estimated time: 3 weeks.

Should be involved: Government (Head of asylum body/Relevant Ministries Representative, as
appropriate); UNHCR (Representative/Head of Office/Senior Protection Officer); potential donors for the
Implementation of the project.

Expected output: Concept note andyor Project Proposal requesting external support and funding from a
donor, when required; Confirmation in writing from Government and UNHCR on the support to be provided.

Once the main gaps have been identified, and the new procedures and system to be proposed have been
defined, it should be possible to make an initial assessment of the magnitude of the project ahead and its
main components. Based on this, the next step is to consider whether any pledges were made by another
government to provide support to asylum systems in the region through the different existing platforms
such as the ACSG - Asylum Capacity Support Group and the Global Refugee Forum. Existing regional
platforms/forums, such as the CRRF - Comprehensive Regional Protection and Solutions Framework ( MIRPS
- Marco Integral Regional para la Proteccion y Soluciones) or the Quito Process, may also have pledges
related to the improvement/digitalization of asylum systems, which could be helpful. Through these
pledges, it may be possible to identify support directly from one government to another, or funding may
be identified by UNHCR, fully or partially.

The support to a government in digitalizing its asylum system may therefore take various forms depending
on the capacity and financial resources required by the Government: 1) Bilateral project between the
Government and UNHCR where the Government or UNHCR would directly seek to improve/build the
system(s) (or through an external supplier), after having identified a source of funding; or 2) As part of a
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global/regional initiative, involving the support of another government/donor. In the latter case or where
the government has the technical capacity to implement the project, it would be recommended that UNHCR
is still involved in the project for technical guidance and to provide input on the support being offered to
promote high standards.? The subsequent steps below can still be used as a guideline on how such a
project can be managed and structured.

Depending on the size and nature of the project and recommended support, it needs to be considered
whether solutions can be provided by UNHCR within existing resources (e.g. Development of in-house
database/tool; Legal advice on legislative/regulatory amendments, etc.) or whether external
consultants/developers will need to be hired. The different options should be discussed with UNHCR and
will have an impact on the budget.

See Annex 7 for more information on relevant regional/global initiatives/platforms/forums

Once the approach to obtaining capacity and financial resources have been agreed upon, UNHCR can
support the Government in approaching donor organizations and other States to explore the potential for
funding and other capacity support. A Concept note and/or full-fledge Project Proposal, aimed at a potential
donor, may need to be drafted at this stage, explaining the support sought in view of the context and
planned activities (standard template may be required by the donor).
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6 Develop a Detailed Plan Mo

Estimated time: 1-2 months.

Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal, Recordkeeping/Archive, ICT). An
identified donor or State providing support would need to be consulted.

Expected output: Updated version of the Project Proposal/Workplan draft document from step 4, with
relevant annexes, including a timetable, a budget, and indicators, all approved by Government and UNHCR
Senior Management.

Once the approach to obtaining capacity and financial resources has been agreed, a detailed plan needs
to be drafted for government and UNHCR Senior Management to approve before further engaging in the
project. The plan should have agreed objectives and governance arrangements (as mentioned in
the Introduction), as well as a timeline with milestones and an estimated budget, which will
include post-implementation activities. Regular meetings should also be scheduled to report on and
review progress. Where a donor has been identified to support the project, its requirements will need to
be carefully considered.

Clear indicators to monitor results should also be formulated and included at this stage to ensure
the project meets the agreed objectives, which should be to improve overall protection of asylum-seekers
and refugees in a more efficient manner, and these indicators should be included into an overall
Monitoring & Evaluation plan (see step 11 below). Examples of indicators as basis to adapt to specific
context, operational needs and objectives are provided. Although the plan will likely evolve and change
due to unforeseen circumstances, it should be kept updated throughout all the remaining phases of the
project, with a planned launch date (or multiple launch dates depending on the components of the project).

Annex 8 for examples of indicators

6.1 Draft a provisional budget

2 As per Article 35 of the 1951 Convention relating to the Status of Refugees Co-operation of the national authorities with the United Nations
stating: 1. The Contracting States undertake to co-operate with the Office of the United Nations High Commissioner for Refugees, or any other
agency of the United Nations which may succeed it, in the exercise of its functions, and shall in particular facilitate its duty of supervising the
application of the provisions of this Convention. 2. In order to enable the Office of the High Commissioner or any other agency of the United
Nations which may succeed it, to make reports to the competent organs of the United Nations, the Contracting States undertake to provide them
in the appropriate form with information and statistical data requested concerning: (a) The condition of refugees, (b) The implementation of this
Convention, and (c) Laws, regulations and decrees which are, or may hereafter be, in force relating to refugees.
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Budget will vary based on what is being proposed, the various components involved, and the
implementation arrangements, and should be considered thoroughly with UNHCR. Some of the costs to
consider in such a project to improve/develop a new asylum system may include:

< Equipment [computers, printers, biometrics, cameras, servers, software, communication devices

(routers, switches), scanners, vehicles, desks, chairs, office supply, etc.].

System/tool (software licenses).

Construction company [if premises are being built or renovated].

Development company [to develop database/system].

Material for info campaign [posters, leaflets, media, etc.].

Staffing cost [Registration clerks, Data management staff, Eligibility Officers, Supervisors, etc.].

Training of users and development of user documentation.
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Post-implementation [hosting server, technical support, future developments, etc].

Registration and RSD can be resource intensive, but can be made more efficient by, among other things,
streamlining procedures, diversifying processing methodologies and ensuring the availability of staff to
perform core and support functions. If parts of the project involve the hiring of staff, this will rapidly
increase expenditures. The cost of an external developer to build a database/system may differ from
one country to another but is often the main cost to consider. The duration of the post-implementation
phase (technical maintenance and support which also has a cost) also needs to be considered carefully
and agreed with UNHCR. Sharing the costs of such project between the Government and UNHCR is an
ideal way to proceed ensuring sustainability of the project results for the Government. UNHCR remains
committed to financial support when feasible but a phasing out schedule for government self-sufficiency
should be agreed upon.

Once a provisional budget is drafted, it needs to be approved by Government and UNHCR Senior
Management. Any additional costs to this initial budget need to be notified to Senior Management on
both sides to determine whether this additional funding is agreed upon, to ensure completion of the
project. Depending on the source of funding, UNHCR would also need to confirm the possible limitations
attached to a donation (e.g. date by which the money needs to be spent; whether it can be carried
over the following year; etc).

See Chapter 3.7 of the Guidance on Registration and Identity Management - Organize staffing
and training for tips on how to plan Registration staffing needs.

6.2 Build a timeline

In parallel to drafting a provisional budget, a realistic but flexible timeline should be developed
considering multiple restrictions, mandatory administrative timeframes and deadlines (on both
government and UNHCR side), and unforeseen delays in any of the steps. The timeline should be
adjusted throughout the project phases if unforeseen changes take place, and always be kept updated
with clear agreed upon re-adjusted implementation dates.
Points to consider when developing a timeline:

< Delays in decision making between various government entities, within UNHCR or between UNHCR and

the Government.

Mandatory advertising period for recruitment.

Budget restrictions (i.e. funds needing to be spent within a certain timeframe).

Lengthy procurement process.
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Development time for the database itself (can be several months depending on complexity).

Milestones should be included in the timeline, marking specific objectives/achievements to reach within
the project (e.g. completion of the development of the database; finalization of SOPs; etc). Milestones
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also indicate specific points in the roadmap requiring validation or decision before being able to move
ahead with the next phases of the project. Timelines should be agreed by all involved on both
government and UNHCR side.

A practical and comprehensive way to present timelines of the various components and each focal
point responsible for each step is a Gantt chart3.
See Annex 9 for an example of a Gantt chart

In the GANTT chart, it is recommended to divide the project into separate phases (may vary based on
context):

Phase 0 — Analysis: Steps 1-5 of this document
Phase 1— Planning: Step 6 of this document
Phase 2 — Approval: Step 7 of this document
Phase 3 — Procurement: Step 8 of this document
Phase 4 — Implementation: Step 9 of this document [This phase can be further divided
into various
processes e.g. Registration, Biometrics, RSD, etc]
Phase 5 — Post-implementation support: Step 10 of this document
Phase 6 — Monitoring and evaluation: Step 11 of this document

Before being able to reach a final agreement where all parties are satisfied with the proposal, various
meetings may be required, as well as various iterations of the proposal, based on comments received by
sometimes multiple government counterparts, with different perspectives (e.g Refugee Unit, ICT Unit,
Legal Unit etc.). The initial budget (step 6.1) may need to be reviewed once comments from various entities
have been considered and included in the original proposal. Any amendment to the initial budget
should be brought to the attention of and approved by Senior management of both
Government and UNHCR, throughout the project.

7 Secure Project Proposal and UNHCR's Support (g
Approval

Estimated time: 2-3 weeks.

Should be involved: Government (Head of asylum body/Relevant Ministries Representative, as
appropriate); UNHCR (Representative/Head of Office/Senior Protection Officer/Donor Relations Officer).
Expected output: Written approval between UNHCR and the Government in the form of a Letter of Intent
andyor Funding Agreement with a donor.

It is crucial to obtain written approval of the Project Proposal between the Government, a donor providing
any kind of support, including financial, if any, and UNHCR, before going any further. It is important to
create an understanding between the Government and UNHCR, of what both can/will and cannot/will not
do. Once it has been agreed with the Government that UNHCR will support with the development of the
new or improved system, an official letter describing the proposed support and solutions should be sent
by UNHCR to its Government counterpart. This official offer can take the form of a Letter of Intent and
should be accompanied by the comprehensive project proposal, the budget and timeline, agreed outputs,
and post-deployment support plan, which should all have been previously verbally agreed upon. In case
there is an agreement with a donor for capacity or financial support, a written Funding Agreement would
need to be signed with the donor.

3 A Gantt chart is a horizontal bar chart used in project management to visually represent a project plan over time. Gantt charts typically show
the timeline and status, as well as who is responsible for each task in the project.
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8 Mobilize Resources

Estimated time: Minimum 2 months.

Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, ICT, Supply, Human Resources).

Expected output: (Based on context) launch tender process, Contract with supplier, TORs and contracts
for newly hired staff.

Once the official agreement between the Government and UNHCR has been received in writing, and the
budget has been approved, the procurement process can start. The procurement of equipment, the hiring
of a development company or external consultant to build the new system/database and the hiring of staff
are all lengthy processes and should be initiated as soon as the needs have been established and approved.

8.1 Procurement of goods and services

Hiring a company to enhance/develop a system should go through a tender process, which should be
led by UNHCR if it is funding the said system. If a consultant is rather hired to do this work, s/he may
be hired directly by the Government or UNHCR. If the Government has the ICT capacity to build the
system but requires financial support which has been committed by UNHCR, it should be through a
Partnership Agreement with UNHCR.

A tendering process consists of a series of inter-connected key steps, beginning with the procurement
strategy/planning and leading through the award of contracts, their establishment and subsequent
management. The overall procedures should be overseen by the Supply offices from the Government
and UNHCR, although the input from the technical staff working on the project is important at each
step. One key element of the process is the drafting of Terms of Reference (TORs), which should be
done jointly by relevant Government asylum body colleagues and UNHCR Registration/RSD and ODM
staff, detailing the exact needs. Although there is no set format for TORs, they should include the
following:

Background of the project.

Objectives of the project.

Technical specifications and requirements.
Qualification and experience required.
Requirements for the presentation of the offer.

Content of proposal.
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Evaluation criteria of the proposal (both technical and financial).

The TORs will inform the solicitation methodology to be used, which will be determined by UNHCR
Supply, based on technical and budgetary requirements. If the system is developed in-house (see
section 4.1 for more details), TORs as such are not needed, but detailed technical content should
nevertheless be included in the comprehensive Project Proposal/Workplan (see step 6 above), for
approval by the Government.

8.2 Human Resources support

As for procurement of goods and services, the hiring/deployment of personnel funded by UNHCR to
governments will require UNHCR to advise on the most appropriate options based on its Human
Resources policies and procedures and their application in the current context, including existing
national labour laws and regulations in the country.

Once the best option has been determined and agreed upon between the Government and UNHCR,
the TORs for each of the position to be created should be drafted. Positions will subsequently be
advertised for recruitment, followed by a selection process, agreed commencement date, which may
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include notice from a previous job, and training. Hence enough time needs to be considered. UNHCR
can support with these steps.

)
8 o
Implement and Manage Changes

Estimated time: May vary greatly depending on scope of project but a minimum of 3 months is foreseen.
Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal Recordkeeping/Archive, Site
Management/Shelter, ICT). Relevant Ministries/Departments (e.g. Immigration, Police, Civil Registry, etc)
may also have to be involved.

Expected output: Agreed procedures and system are in place and functioning. DPIA/DSA drafted and
approved, as required, Staff recruited and trained.

The system can now be developed, and in parallel, business analysis support needs to be provided on a
continuous basis to the developer by the technical staff from the Government and UNHCR. Some main
steps will include:
< Review of system’s infrastructure and application optimization.
< System installation and configuration.

Data clean-up and migration of legacy systems (e.g. Excel spreadsheet) where appropriate.

<

< System testing.

< User Acceptance Testing (UAT) by end-users, including identification/fixing of bugs.
<

Transfer of ownership of the system source code.

Close and regular consultation between the developer and the Government/UNHCR technical focal points
is necessary to ensure timely completion of the tool, piloting, system improvements, and deployment.

A Data Protection Impact Assessment (DPIA) for the system should be conducted at this stage, and a Data
Sharing Agreement (DSA) drafted, if the system is made interoperable with UNHCR's system PRIMES.

While the system is being developed/enhanced, all preparations should take place so that the system can
be deployed as soon as it is finalized, and new procedures are in place.

Such preparations may include:

< Remodeling/building of a Registration Centre.

< Development of SOPs and technical Guides (including Registration, RSD, system administrator).

< Testing/piloting the procedures/systems with asylum-seekers and refugees.

< Communication strategy - Information Campaign for asylum-seekers/refugees and various relevant
government bodies (e.g immigration, police, etc.) on new procedures/system, as well as relevant private
sector entities if the new system results in changes to access financial products and information services.

< Training of newly recruited/existing staff on new procedures and tool, as well as on refugee law and
protection. To also consider involving other officials in the training sessions, such as immigration, police,
and civil registry, as relevant. Participation in substantive courses focused on international refugee law
or the formulation and application of asylum legislation and policies may also be appropriate and UNHCR
may inform on opportunities.

< Training of Trainer and frequent refresher sessions should be considered to address staff turnover.



To keep in mind that it is possible that the project takes longer than anticipated (e.g. additional components
were added; technical setback, etc.).

Staff security and welfare should be considered and promoted in all steps of such project. UNHCR may
advise on its standards, as needed.

See Chapter 3.7 of the Guidance on Registration and Identity Management — Organize staffing
and training and Chapter 3.5 — Develop SOPs.

Once the system has been successfully implemented, an official letter from UNHCR should be shared with
the Government acknowledging what has been achieved and handed over to the Government, re-iterating
the agreed post-implementation support.
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10 Follow up on Post-Implementation Support

Estimated time: May vary and is based on pre-agreed period between the Government and UNHCR.
Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal, Recordkeeping/Archive, ICT). Relevant
Ministries/Departments (e.g. Immigration, Police, Civil registry, etc) may also have to be involved.
Expected output: Regular post-implementation reports.

Once the system and procedures have been implemented and based on the written agreement between
UNHCR and the Government in terms of post-implementation support, UNHCR, directly or indirectly through
the service provider, should then actively provide the said support and report on it to the multi-functional
team and Senior Management, at agreed frequency. Post-implementation support may include, but is not
limited to:

ICT care and maintenance, including bug fixes.

Procedural support.

Review of implemented procedures in view of unforeseen events (e.g. large influx).
Refresher training sessions if needed.

Spot checks of system and shadowing of interviews/procedures.
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Ensure respect of phasing out schedule as agreed between the Government and UNHCR.

1 1 Monitor and Evaluate

Estimated time: During the project (after 3 and 6 months) and post-implementation, as agreed between
Government and UNHCR.

Should be involved: Operational staff of Government asylum body and UNHCR (Registration, Operations
Data Management (ODM), Refugee Status Determination, Legal, Recordkeeping/Archive, ICT, Evaluation).
Relevant Ministries/Departments (e.g. Immigration, Police, Civil registry, etc) may also have to be involved.
Expected output: Completed Review Template.

Indicators should have already been selected by the Government and UNHCR, prior to implementation (see
step 6), as part of the Project Proposal/Workplan. It is recommended that a review of the project takes
place after three, six and twelve months when the multi-functional team can meet and review the
components of the project and see what has indeed been successfully achieved, while documenting any
variations. Monitoring of the indicators through periodic reviews will help determine whether results were
achieved. UNHCR recommend to governments to internally report on Indicator data at least once per year
after the project. A simple After Action Review (AAR) (see BetterEvaluation.org) can be conducted jointly
between the Government and UNHCR during and after completion of the project, based on the monitoring
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and reviewed data, using the pre-selected indicators, to detect impact. AARs are learning-focused
discussions designed to help a team reflect on strengths, weaknesses, and areas for improvement during
or immediately following a project. They explore what happened and why and compare intended results
with actual outcomes. They are participatory and emphasize trust and feedback. They are often led by a
facilitator external to the team who may provide impartial process guidance. Teams usually produce a short
document after an AAR, summarizing lessons learned and recommendations. UNHCR can support with the
review/evaluation and assist in drafting a Review Template based on context.
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